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[bookmark: _Toc172551569]About this training
Keeping the information of our supporters, service users, volunteers, and staff safe is a high priority for everyone at Guide Dogs. 

To meet our legal obligations around data protection, Guide Dogs asks volunteers to carry out compliance training on a two-yearly basis. 

This course has been designed to support volunteers whose roles involve handling personal information regularly; to understand the essentials, feel confident about what to do and what not to do; and know what to do if something goes wrong. This also acts as a refresher for those who undertook the data protection training in previous years, to help you continue carrying out your volunteering role.

This document should take no more than 30 minutes to read through, there are knowledge checks in it to help your learning. Following on from this course you need to complete an assessment, by using a link to the online form, or with the support of your volunteer manager. The assessment helps check your knowledge and understanding.

By the end of this course, you will be able to:
· Give examples of personal and special category data.
· Describe the principles of data protection, using examples.
· Demonstrate how to minimise the risk of a data breach and what to do if one occurs.
· Employ ways to keep information secure.
· Recognise potential risks to data and take steps to prevent data loss.
This course is divided into three sections:

1. Data Protection
2. Data Breaches
3. [bookmark: _Toc151650758]Information Security

[bookmark: _Section_1_–][bookmark: _Toc172551570]Section 1 – Data Protection
[bookmark: _Toc172551571][bookmark: _Toc151650769]Introduction
Data protection law gives people rights over their personal information, and provides a set of rules on how organisations, like Guide Dogs, can use this data throughout all stages of processing. It covers personal information processed electronically, as well as paper-based records held in an organised way.

The relevant law is:
· Data Protection Act 2018. 
· UK GDPR (General Data Protection Regulation). 

At Guide Dogs, all staff and volunteers have a responsibility to keep safe and use individuals’ personal information in an appropriate way, whether it belongs to a service user, supporter, member of the public, staff, or other volunteers. This includes your own information too. 

Thinking about individuals’ personal information, should be at the forefront of all of our minds when collecting and using people’s details. This could be when we are doing admin tasks, planning a fundraising event, or manning a volunteering information stand. As an organisation we want data privacy to be embedded in all that we do. We also need to think about data privacy, whenever we use any personal information for any of our communications.

For example: when messaging other volunteers or thinking of sharing information with a third party, such as another volunteer or someone outside of Guide Dogs – stop and think. Are we using the information for the purpose it was collected? Are we keeping the information safe and secure? 

It might be helpful to think of it in terms of your own data. How would you feel if your information was being used in a particular way, or it wasn’t being kept as secure as it could be? If you would feel uncomfortable, or you are unsure how you might feel, then stop and check in with your volunteer manager, another staff member, or the Data Protection Team for support and advice.
[bookmark: _Toc172551572]Definitions
Let’s have a look at some of the language used in data protection, to help your understanding.
[bookmark: _Toc172551573]Personal data
Personal data is any piece of information that relates to a living individual and can identify that person, such as their name, address, age, phone number, qualifications, hobbies, holidays, and financial details. 

Example: An organisation’s general mailbox - ‘info@pretend.org.uk’ is not personal data, whereas john.smith@pretend.org.uk does identify the individual person and where they work. 

Individuals do not need to be named to be identified. Sometimes when information is linked together, it can identify a person. For example, a car registration alone may not identify who the car belongs to, but when linked to other information, such as the type of car or the address where the car is located, it can identify the owner. A guide dog owner may not be named specifically, but if you mention their dog’s name and where it lives, then the owner may also be identifiable.  
[bookmark: _Toc151650770][bookmark: _Toc172551574]Special category data
Special category data, also known as ‘sensitive’ data, has stronger legal protection. This is because individuals could be more at risk of harm, if this information is shared incorrectly.  We only collect this type of data when absolutely necessary. 

The different categories are: 
· Racial or ethnic origin
· Political opinions
· Religious beliefs
· Health (physical and mental)
· Sex life
· Sexual orientation
· Trade union membership
· Genetic/biometric data such as fingerprints

There are separate stronger legal safeguards for criminal data. 


Knowledge check: which of the following would count as special category data?

A. Sally has a nut allergy.
B. Ben eats Kosher food.
C. Petra has Covid-19.
D. Ahmed visited Barcelona.

You may come across health and religious beliefs as part of your volunteering role. Find the full answer, at the end of this document.

For example: you might collect dietary requirements for a volunteering social, or you may have to share accessibility requirements to facilitate an event.
[bookmark: _Toc172551575]Data subject
This is the living person that the data relates to. At Guide Dogs this would include service users, supporters, staff, and volunteers, or any other person Guide Dogs holds data about. 
[bookmark: _Toc172551576]Data processing
Anything we do with someone’s personal data is classed as data processing. This includes collecting, viewing, referencing, sharing, organising and restructuring the way you save the data, as well as updating or deleting it.

For example, a volunteer Speaker Co-ordinator collects details of local supporters, which are then used to organise talks at events. They share the event organiser’s information with the volunteer Speaker who is attending the event and share the Speaker’s information with the event organiser, so they know who is attending. This sharing of personal information is an example of data processing, even if the information is deleted as soon as the event has finished.   
[bookmark: _Toc172551577]Data controller
This is the organisation that controls the data and decides what will happen with it. For example, Guide Dogs is the data controller for its employees’ and volunteers’ data.
[bookmark: _Toc172551578]Data processor
This is a third party who processes data on the controller’s behalf. For example, a data controller outsources payroll to another company. 
[bookmark: _Toc151650775][bookmark: _Toc172551579]Data Protection Impact Assessments (DPIAs)
These are tools organisations use to assess the risks to data, when looking to implement a new system or change an existing system or process.  
[bookmark: _Toc151650780][bookmark: _Toc172551580]Subject access requests (SARs)
A data subject (person) has a legal right to find out what information an organisation, such as Guide Dogs, might hold on them. This is known as a subject access request.  The person can ask any member of staff or any volunteer at Guide Dogs, and it can be made verbally or in writing. 

In the unlikely event you are approached, perhaps by a service user or a supporter, and asked for a subject access request, while you are volunteering for Guide Dogs, even if you are not completely sure it is a SAR, it is very important that you let your volunteer manager, another staff member or the Data Protection Team know as soon as possible. By law, we have one calendar month to provide the data, and it can take a long time to process the request, when there is a lot of information involved. 
[bookmark: _Toc151650773][bookmark: _Toc172551581]The principles of data protection
The UK GDPR sets out the data protection principles, laying the foundation for how we handle and look after personal information.  They cover all the stages of processing data, from collecting through to destroying.

It’s important you understand the six principles, which we will cover here.

Principle 1: Lawfulness, Fairness and Transparency 
· Lawful - means we collect and use information in a lawful way. 
· Fair - the way we use the data is fair and does not cause the data subjects any detriment.
· Transparency – we let people know what is happening to their data, and it is a reasonable expectation. We do this by giving notices, such as providing information to people, at the point we collect the data from them. 

For example: A Fundraising Group Coordinator wants to send out an email to all members of their group, to propose a new fundraising activity. They want to encourage group discussion of ideas, so all of the volunteers are asked if they would like to give their consent for their email address to be shared amongst the group. The communication explains the purpose for the request, and that the addresses will not be used for any other purpose or shared outside the group. Only with the agreement of the individuals, can their email addresses be shared with other members of the group.

Principle 2: Purpose Limitation 
This means we only use information for the reason we collected it. We cannot then use it for something else. 
For example: A Driver Coordinator is given the contact details of volunteer drivers, who transport dogs in their region. This means they can only contact them to arrange dog collections. The coordinator cannot use these contact details, for any other purpose.  

Principle 3: Data Minimisation 
This means we only collect the information we need and nothing more.
For example: it might be appropriate to ask a volunteer for a copy of their driving licence, for a driving role they are undertaking, but not for a Fundraising Group Treasurer position.

Principle 4: Accuracy
We keep the information we hold accurate and up to date. We take steps to check this at regular intervals, as we cannot always rely on people to let us know when things change. 
For example: if contact details are not kept up to date, this may have serious repercussions when trying to contact the person in an emergency. A Fundraising Group Coordinator may be aware of a   volunteer sadly passing away, in which case they should inform Guide Dogs so our records can be updated. This would also avoid continued communication, which would be upsetting to family members.

Principle 5: Storage Limitation
We only keep the information for as long as we need it. We cannot keep it ‘just in case’. 
For example: when a volunteer leaves and no longer wants to assist their community fundraising group, there is no longer a need for the group to keep hold of their contact details.

Principle 6: Integrity and Confidentiality (security)
This means we keep the information secure, and do not share it with others when we are not meant to share it. 

For example, we should:
· Use strong passwords on devices - such as phones or laptops, and electronic documents, to prevent unauthorised access to information.
· Not pass on information to other parties. 
· Not discuss or share information about others with staff or volunteers when it is not needed for their roles. 
· Make sure contact lists, such as a list of fosterers or fundraising volunteers, and phone numbers, are stored securely and not left lying around for others to see.

We will cover this in more detail in Section 3 – Information Security.
[bookmark: _Toc172551582]Accountability
Organisations are responsible for and must be able to demonstrate compliance, with all six data protection principles. At Guide Dogs we do this by having a Data Protection Officer and the Data Protection Team, who support all areas of the charity, including Volunteering. There are policies and procedures and we carry out data privacy risk assessments (DPIAs). We ensure that regular training is completed by staff and volunteers who handle data, this provides part of our evidence on how we maintain both organisational and individual compliance at Guide Dogs. 
Failure to evidence our compliance, could result in action being taken against Guide Dogs by the regulatory body, the Information Commissioner's Office (ICO).
[bookmark: _Toc172551583]Consent
Remember, one of the principles states we need to process personal information in a lawful way. Obtaining consent from individuals is one way that allows us to do this. 
For example -asking members of a fundraising group for their permission to share their personal email addresses with other volunteers in the group, or to share their contact details with an external firm for a specific purpose. 
There are some rules we need to follow when we ask people for their consent:
· Consent is best received in writing. If it is only possible to get verbal consent, then make sure the person understands what they are consenting to and that you keep a record of the date, reason, and name of the person giving the consent.
· It must be clear and specific confirmation. It cannot be assumed or implied that consent has been given. The name of the person giving consent must be stated.
· A record should be kept of who, when, and what the consent is for.
· It must state the reason for the consent, the purpose for requesting it and what it will be used for.
· It should name the organisation or group the consent has been given to.
· It cannot be ambiguous or be a blanket consent covering anything.
· The information can only be used for the purpose the consent was granted and cannot be shared with any other party outside the named organisation or group.
· The individual is allowed to change their mind and withdraw their consent at any time.  
· Consent cannot last indefinitely, it needs to be refreshed, kept current and up to date.  
You can send out an email using bcc to your group and ask them to confirm consent by reply. Just make a clear statement about the purpose of the email and the use of their data. Keep a clear record of their consents (store the emails in a separate mail folder), especially note who has NOT consented.
We have created some example wording, which you can use as a template, this wording can be found at the end of this document.



Knowledge check: A data subject (person) has the legal right to find out what information Guide Dogs holds about them. 
This is known as a?
A. Subject access request. 
B. Data request.
C. Information disclosure.
D. Data inquiry.

The answer can be found at the end of the document.

That now completes section 1.
[bookmark: _Toc172551584]Section 2 - Data Breaches
We need to comply with the data protection principles, to help avoid a data breach.
[bookmark: _Toc151650778][bookmark: _Toc172551585]Potential impact
Whenever any of us collect and use people’s personal information, such as sending an email to a group of supporters or writing down a service user’s address so that we can collect their dog, there is a risk that something can go wrong.

· The impact on individuals   – Unprotected data could lead to a serious breach of a person’s rights, causing them physical, emotional, or financial harm. 
For example: In March 2023, a woman turned up for an appointment at Bridlington Hospital and was told their records showed she had already died. Due to the inaccuracy of their records, the woman’s Carer’s Allowance for looking after her disabled husband had been stopped.

· The impact on Guide Dogs – A serious incident could cause reputational damage, as well as potential penalties issued by the ICO, such as large fines and even criminal proceedings for really serious cases.  
For example: the Central Young Men’s Christian Association (YMCA) of London were recently fined £7,500 by the ICO, when the organisation mistakenly shared the identity of 166 individuals living with HIV, which is special category health data.
[bookmark: _Toc172551586]Common problem areas to be aware of:
Using mobile devices
· In a public space or volunteering from home – 
· Be careful, make sure you cannot be overheard when discussing personal/confidential information. You should be mindful of others who may overhear, such as friends, family, tradespeople when at home, or members of the public if you are in a public space, or even people walking past your open window.
· Make sure no-one else can view your screen when not meant to, this is known as “shoulder surfing”.

· Protecting your mobile device – 
· Use secure, strong passwords.
· When not in use, keep devices locked and out of sight, in a safe place. 
· Do not automatically connect to public Wi-Fi networks, such as in coffee shops and on public transport. It’s best to avoid using where possible, as they are not secure.
· Do not have Bluetooth auto-discovery left on.
· Only download apps from official sources.

Sending emails
Making mistakes when sending emails, is the most common cause of data incidents and can have serious repercussions, which can cause upset for individuals involved.

Pay extra attention to the following:

· Auto-filling email addresses: 
· Some email software, such as Outlook, automatically complete an email address when you start to type in the ‘to’, ‘cc’ or ‘bcc’ fields, with one you have used recently. You should be aware that it might not be the address you wanted to contact.
 For example, you start typing an address for John Smith – “john…”, but instead the tool auto completes the address for John Jones, who you had sent an email to earlier in the week. You could easily miss spotting this, if you do not double check the email before sending it.

· Reply-to-All - 
· When replying to an email that was sent to a group of people, check if you mean to reply to the sender only, rather than the whole group. You need to select ‘Reply’, not ‘Reply All’ to respond only to the sender.
If you do want to reply-to-all, double check the recipient list first and if necessary, remove anyone who does not need to be included before sending.
· Forwarding long email chains - 
· Check the earlier emails in the thread, is it appropriate to forward all the information.
· Delete any content that’s not appropriate to share or start a new email.

· Use Bcc, not Cc - 
· When sending an email to a group of people who have not consented for their personal email addresses to be shared in the group, you MUST enter their email addresses in the Bcc (blind copy) field, otherwise it is a data breach. 
· If you are sending the same email to a small group, it is recommended you send a separate email to each individual if you do not have consent to share personal email addresses, rather than one email to the group.

For example, this is a common mistake that can have serious consequences. 
In February 2024, the ICO fined the Ministry of Defence for mistakenly sending emails to 265 personal email addresses, using the ‘To’ field rather than ‘Bcc’. 

TIP: The BCC field is not always visible on certain email software. You may need to select ‘Option’ from the main toolbar or use a drop down next to the ‘to’ field, then select Bcc.

Stop and check the recipients, the content and the attachments before you send an email. Ensure they are all correct and appropriate.
[bookmark: _Toc172551587]Sending emails checklist:
· Have I selected the correct email addresses?
· If it is a group email, do I have permissions from everyone to share their email addresses with all of the contacts in this group? If not then use Bcc, rather than Cc or To fields.
· Is the email content appropriate?
· Do I need to send any attachments?
· Should I reply to the sender only, rather than reply to all?

Recalling emails - Some email providers give you a small window of about 30 seconds to undo or recall your email. If you realise you’ve messaged the wrong person after selecting send, it is usually not possible to prevent it being delivered into the receiver’s inbox.
[bookmark: _Toc172551588]What if I make a mistake?
Sometimes mistakes happen. The key thing is to let someone at Guide Dogs know about it without delay, so that steps can be taken to put things right. The quicker we can respond, the more likely we can prevent or minimise any harm occurring to the individuals concerned. 

For example: if you send an email to the wrong person, you need to ensure that the email is deleted from the receiver’s email inbox and their ‘deleted’ folder. You can send them a separate email asking them to permanently remove it and confirm they’ve deleted it. 

The same principle applies if a group email is sent using To or Cc without permission to share their email addresses. The emails need to be deleted and the information provided again using the Bcc field.

Please report the incident to your volunteer manager, another member of staff or our Data Protection Team directly at DataProtectionOfficer@guidedogs.org.uk. Even if you feel able to rectify the error yourself, it is vital that the breach is logged with Guide Dogs.

If you are unsure or concerned that people’s information is not being handled in the best way, please do contact us so that we can assess the situation and provide support.

For more serious incidents we may need to report to the Information Commissioner’s Office (ICO). We have 72 hours from the moment the incident is identified by a Guide Dogs member of staff or volunteer, to make the report, which includes weekends. So please do tell a member of staff at Guide Dogs immediately.



Knowledge check: When sending an email to a group of people, you should use the BCC field if: 
A.  You want everyone to see each other's email addresses.
B.  You do not have permission to share everyone's email addresses.
C.  You are replying to the entire thread.
D. You are unsure of the email addresses.

[bookmark: _Section_3_–]The answer can be found at the end of this document.
That now completes Section 2.
[bookmark: _Toc172551589]Section 3 – Information Security
We touched on information security in section 1, as one of the six data protection principles and in this section, we are going to dive into this in a little more detail. 

Information security means keeping all the information we hold secure, and using it in the correct way. It’s how we protect it against criminal activity such as theft, or from loss, or from being shared with the wrong people or organisations. 

We need to consider the security of all data held either electronically on databases, computers, mobile devices – such as phones, laptops and tablets, as well as information on paper - such as a service user’s address you have written down, for the purpose of organising the collection of their guide dog.
[bookmark: _Toc172551590]How to protect information processed electronically
· [bookmark: _Toc151650764]Create unique, strong passwords –
· Passwords should be easy for you to remember, but difficult for others to work out. Consider creating a “passphrase” of “three random words”, for example ‘HappyDrivingHamster’.
· Use different passwords for different accounts.
· Protect them; don’t share or write them down.
· Be careful accessing password protected files or systems, on someone else's device, or a device you share with family. Only use devices you trust.
· If you believe or have a suspicion that your password has been compromised, change it immediately.


· Email security and Phishing – 
· Phishing emails, messages, phone calls, or posts, make you believe the communication is from a trusted source, to trick you into revealing sensitive information, such as log-in details or financial information.
· Check the email address looks like you would expect it to. Cyber criminals may use “spoofing” or forged email headers to make it look like it has come from a trusted source, such as a bank or parcel delivery firm, or even a member of Guide Dogs staff.
· Check the content. Spelling mistakes may indicate the sender is not genuine. The language may try to exploit your emotions, such as shock, anger, curiosity, fear, and give a sense of urgency.
· Do not open email attachments or click links in text messages, unless you are confident the sender is genuine. Attachments and zip files may place a virus or malware onto your computer or mobile device.

Pause before opening an email from an unknown source or one that looks suspicious; take a moment to check and think.

TOP TIP
If you are not sure the sender is legitimate, look up the person or organisation’s other contact details, perhaps on their website, and ask if they sent you the communication.

Even if you have just the slightest doubt, do NOT respond, click on links, or open attachments.

· Using Social Networks – 
· Sites such as Facebook (Meta), Twitter (now ‘X’), Instagram, Snapchat, Pinterest, and Tiktok, are all wonderful tools for keeping connected with each other and sharing useful and interesting information; however, we must be very careful not to post personal or confidential information on them.

· WhatsApp – an issue with WhatsApp is that the details can be saved to the device, so even if the phone is passed on to another person with a replacement sim, they will gain access to any WhatsApp groups the previous owner belonged too. We also had an incident when the wrong person was added to a group Chat. WhatsApp is great for posting event details but should not be used for sharing personal information. We are seeing increased cases of WhatsApp being hacked and ‘spoofing’ the account to the user’s friends and family.

· Install Updates
To help protect your device, install updates as soon as they become available, as they contain vital security updates. The National Cyber Security Centre (NCSC) recommends you switch on automatic updates.
[bookmark: _Toc151650767][bookmark: _Toc172551591]What to do if you have been hacked, or there’s a virus/ malware
Some signs of a virus or malware might be:
· Slower performance
· Homepage randomly switches to another website
· Mass emails sent from your account
· Frequent crashes
· Lots of pop-up ads

If you think you have been hacked, or been affected by a virus or malware, change your password immediately, and report it to your volunteer manager, another staff member or the Data Protection Team by emailing DataProtectionOfficer@guidedogs.org.uk.
 
[bookmark: _Toc151650779][bookmark: _Toc172551592]Top tips for keeping information safe.

· Do dispose securely of any paper containing people’s information, such as using a shredder or blackout pen. Do not throw away in a bin. 
· Do not leave people’s information lying around so others can see it, such as a list of volunteer drivers’ names and phone numbers on a clipboard.
· Do not use USB sticks at Guide Dogs, unless specifically authorised by the Information Security Team as an exception. If you have been permitted to use one, make sure it has a strong password to open it, and do not leave it plugged into a device when you are not around. Keep it in a secure place when not in use.
· Do lock your computer, tablet, or phone when you leave it unattended and other people are around, even if it’s very briefly. This applies even when you are volunteering at home.
· Do not discuss or repeat information about others, if unauthorised people could hear your conversation.
· Do not put information about individuals in messages or message apps, such as WhatsApp.
· Do close all applications and shut down the device when you have finished using your computer/laptop.
· Do lock away devices, laptops, and paper-based records in a secure place when you have finished using them.

Take a sensible approach to looking after other people’s information. It will help protect you, as well as Guide Dogs.

Knowledge check: Why should you avoid using public Wi-Fi (such as that in coffee shops, or airports)? 

A. There is no guarantee that it is secure. 
B. It is usually not very fast and can lead to poor connection.
C. It normally costs money to use.

This now brings you to the end of the training, you also need to complete the assessment questions using the link provided further on in this document, or if you have completed the training in an offline format, please contact your volunteer manager to arrange support with completing your assessment. 

The rest of this document contains further information on data protection, a template for obtaining consent, the answers to the knowledge check questions and links to the case studies used in this course.

Follow this link to the assessment questions.



[bookmark: _Toc172551593]Resources
[bookmark: _Toc172551594]Answers to the knowledge checks
Knowledge check: Which of the following would count as special category data:

A. Sally has a nut allergy.
B. Ben eats Kosher food.
C. Petra has Covid-19.
D. Ahmed visited Barcelona. 

A and C are special category data as they are health related and B is also special category data as it relates to racial/ethnic origin.

Special category data, also known as ‘sensitive’ data, has stronger legal protection. This is because individuals could be more at risk of harm if this information is shared incorrectly.  We only collect this type of data when absolutely necessary.

Knowledge check: A data subject (person) has the legal right to find out what information Guide Dogs holds about them. 
This is known as a?

A. Subject access request (SAR). 
B. Data request.
C. Information disclosure.
D. Data inquiry.

The correct answer is A, a Subject Access Request. A data subject (person) has a legal right to find out what information an organisation, such as Guide Dogs, might hold on them. This is known as a subject access request (SAR). The person can ask any member of staff or any volunteer at Guide Dogs, and it can be made verbally or in writing.

Knowledge check: When sending an email to a group of people, you should use the BCC field if: 
A.  You want everyone to see each other's email addresses.
B.  You do not have permission to share everyone's email addresses.
C.  You are replying to the entire thread.
D. You are unsure of the email addresses.

The correct answer is B, when sending an email to a group of people who have not consented for their personal email addresses to be shared in the group, you MUST enter their email addresses in the Bcc (blind copy) field, otherwise it is a data breach.

Knowledge check: Why should you avoid using public Wi-Fi (such as that in coffee shops, or airports)? 

A. There is no guarantee that it is secure. 
B. It is usually not very fast and can lead to poor connection.
C. It normally costs money to use.

The correct answer is A, there is no guarantee it is secure, and it creates more risk if you are using it to send sensitive information.
[bookmark: _Toc172551595]Example: Request for consent
You can send out an email using bcc to your group and ask them to confirm consent by reply. Just make a clear statement about the purpose of the email and the use of their data. Keep a clear record of their consents (store the emails in a separate mail folder), especially note who has NOT consented.

You could use this example wording:

Do you consent to sharing your [email address and/or telephone number - delete as appropriate] with the other members of the Guide Dogs [insert name of group], for the purpose of [insert details e.g. planning and running fundraising activities] while you are a member of this group? 

Your [email address and/or telephone number - delete as appropriate] will not be passed onto anyone outside the group without your consent and by responding with consent, you are agreeing not to share other group members information without their consent.

Please reply to this request with: ‘I consent’ or ‘I do not consent’.

End of example text.
[bookmark: _Toc151650781]

[bookmark: _Toc172551596]Further information and queries
[bookmark: _Toc172551597]Internal links
Contact the Data Protection Team at DataProtectionOfficer@guidedogs.org.uk. We are here to support you with any queries or concerns you may have.

For information on Guide Dogs policies and procedures visit the ‘Resources’ section of the Volunteer Information Point (VIP):
Resources | VIP (guidedogs.org.uk)

For information on setting passwords visit the ‘Resources’ section of VIP: Computer and phone guidance | VIP (guidedogs.org.uk)
[bookmark: _Toc172551598]External links
The following external websites may have different standards to those at Guide Dogs.

For information on data protection visit the Information Commissioner’s Office at https://ico.org.uk  

For information on cyber security visit the  National Cyber Security Centre (NCSC) https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online 
[bookmark: _Toc172551599]Case studies 
ICO and YMCA https://www.thirdsector.co.uk/charity-fined-revealing-sensitive-data-hundreds-people-hiv-support-programme/management/article/1870630

Woman who was told she was deceased: https://metro.co.uk/2024/05/01/healthy-woman-told-actually-dead-bridlington-hospital-staff-20754031/#:~:text=Susan%20Johnson%2C%2062%2C%20had%20mistakenly,after%20showing%20her%20scan%20letter.

ICO and 265 personal email addresses: https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/12/ico-fines-ministry-of-defence-for-afghan-evacuation-data-breach/ 

[bookmark: _Toc172551600]End of document
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